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Introduction

Campus networks tend to be large in scale and often have multiple types of devices. For securely
and efficiently manage access to network users, using VLAN to split the network into multiple
"section" according to the role of the client is needed.

Network Structure
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Planning the VLAN and the IP range

We have defined four network types based on the specification and the security requirements of
the device, the corresponding table illustrate our definition. The type of equipment is derived
from the real campus network environment in SUSTech.

Type VLAN IP Range Gatewa VLAN

yp Tag ID g y Name
Server 10 172.18.0.0/16 172.18.0.1 SERVER1
Wired Client 20 10.20.0.0/16 10.20.0.1 WIRE2
Wired Client Network (Self-

. 30 10.22.0.0/16 10.22.0.1 WIRE3

Paid Broadband)
Wirelsess 40 10.21.0.0/16 10.21.0.1 WIRELESS4

Configure the core router and switcher

With VLAN isolation and VLAN id limit on the ethernet port, we can place all clients within the
same Layer 2 network. In our design, we use a Cisco 2960 switch as our core switch and Cisco
4321 Integrated Services Router as the core router for VLAN assigning and DHCP stuff.

Switch


af://n10
af://n43
af://n45

Enter Terminal
After the switch boot up, we needs to login into the terminal, most of the configuration interface

of the Cisco device use the following command to login into the configuration shell:

enable
configure terminal

After finish each process, we can use ctrl+z to exit current configuration manual.

Name VLAN

To make the follow-up easier, we first name the VLAN, the following code is a example to add and
rename the VLAN 10 to SERVER1 (it can also be done in GUI Panel):

vlan 10
name SERVER1

Tag Port

Secondly, we configure the VLAN tag of each port of the switch. The Cisco 4321 provide 24
ethernet port with 100Mbps Link and two ports with 1GE port. In our design, we limit port fa0/1-
3 to VLAN 10, port fa0/4-6 to VLAN 20, port fa0/7-9 to VLAN 10, port fa0/10-12 to VLAN 10,
gi0/1 as the trunk link to the Core Router.

The following code limit port fa0/1-3 to VLAN 10, and set the port as "power on on boot":

int range fa0/1-3

no shutdown

switchport mode access
switchport access vlan 10

The following code set the gi0/1 as trunk mode:

int gi 0/0/0
no shutdown
switchport mode trunk
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Phyzical Confi% CLI

Attributes

GLOBAL ~ FaztEthernet0/3
Settings
g Port Status
Algorithm Settings .
9 9 Bandwidth 100 Mbps [ | 10 Mbps
SWITCHING Duplex Half Duplex Full Tmplex Auto
VLAN Database
-
INTERFACE booess VLAN ‘ 1 J|
FastEthernethl Tx Ring Limit |ID
FastEthernet0/2
FastEthernet0/3
FastEthernetl/4
FastEthernet0/S
FastEthernetl/6
FastEthernet0/7
FastEthernet0/8 W
. . -
\ / WRT300N
— Dormitory Router
— ——
- % Device Name: SwitchO
”f | Custom Device Model: 2560 IOS15
/ S“’- Hostname: Switch
Port Link VLAN IP Address MAC Address
FastEthernet0/1 Tp 10 —-= 0007.ECOB.05S01
FastEthernet0/2 Tp 10 - 0007.ECOB.0S02
FastEthernet0/3 Up 10 —-= 0007.ECOB.0S03
FastEthernet0/4 Tp 20 - 0007 .ECOB.0504
FastEthernet0/5 Down 20 - 0007.ECOB.0S05
FastEthernet0/6 Tp - - 0007 .ECOB. 0906
FastEthernet0/7 Up 30 - 0007.ECOB.0S07
FastEthernet0/8& Tp 30 —-= 0007.ECOB.0S08
FastEthernet0/9 Down 30 - 0007.ECOB.0S09
FastEthernet0/10 Tp 40 —-= 0007.ECOB. 090A
FastEthernet0/11 Tp 40 - 0007.ECOB.0SOB
FastEthernet0/12 Down 40 —-= 0007.ECOB.0S0OC
FastEthernetD/13 Down 1 - 0007 .ECOB.0S0D
FastEthernet0/14 Down 1 - 0007.ECOB. 0S0OE
FastEthernet0/15 Down 1 - 0007 .ECOB. 0SOF
FastEthernet0/16 Down 1 - 0007.ECOB.0S10
FastEthernet0/17 Down 1 —-= 0007.ECOB.0911
FastEthernet0/18 Down 1 - 0007.ECOB.0912
FastEthernet0/19 Down 1 —-= 0007 .ECOB.0913
FastEthernet0/20 Down 1 - 0007 .ECOB.0914
FastEthernet0/21 Down 1 - 0007.ECOB.0915
FastEthernet0/22 Down 1 - 0007 .ECOB.0916
FastEthernet0/23 Down 1 - 0007.ECOB.0517
FastEthernet0/24 Down 1 —-= 0007.ECOB.0918
GigabitEthernet0/1 Tp - - 0007.ECOB.0519
GigabitEthernetD/2 Down 1 —-= 0007.ECOB.091A
Vlanl Down 1 <not set> 0001.42ED. 3213

Physical Location:

Intercity > Home City > Corporate Office > Main Wiring Closet > Rack > SwitchO

j) SCErETTTT T T

Router
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DHCP  Serwver

H Device Name: Core Router
C Device Model: TSR4321
Hostname: Router
Port Link WVLAN IP Address IPve Address MAC Address
GigabitEthernet0/0/0 Up - <not set> <not set> 0001.435B.BB01
GigabitEthernet0/0/0.1 Tp - 172.18.0.1/16 <not set> 0001.435B.BBO1
GigabitEthernet0/0/0.2 Up - 10.20.0.1/16 <not set> 0001.435B.BB01
GigabitEthernet0/0/0.3 Up - 10.22.0.1/16 <not set> 0001.435B.BBO1
GigabitEthernet0/0/0.4 up - 10.21.0.1/16 <not set> 00D1.435B.BBO1
GigabitEthernet0/0/1 Up - <not set> <not set> 0001.435B.BB02
WVlanl Down 1 <not set> <not set> 0001.96A%.DC2A
trunk
/ Physical Location: Intercity > Home City > Corporate Office > Main Wiring Closet > Rack > Core Router

Enter Terminal

enable
configure terminal

Let port gi0/0/0/ start on boot

int gi0/0/0
no shutdown

Configure Gateway

In the physical layer, the gi0/1 of the switch is connected to the gi 0/0/0 of the router, which
means there are three "virtual ports" (VLANSs) are also connected to the router. The VLAN can be
distinguished by the last digit of the port name. In our design, the virtual port corresponding to
VLAN 10 is int gi0/0/0.1, virtual port corresponding to VLAN 20 is int gi0/0/0.2, virtual

port corresponding to VLAN 30 is int gi0/0/0.3, virtual port corresponding to VLAN 10 is int

9i0/0/0.4.

Then, we add the IP address for each VLAN port, this address is also known as the gateway of
each VLAN (we use encapsulation command to specify the relationship between the port and

the VLAN ID):
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int gi0/0/0.1
ip address 172.18.0.1 255.255.0.0
encapsulation dotlqQ 10

int gi0/0/0.2
ip address 10.20.0.1 255.255.0.0
encapsulation dotlqQ 20

int gi0/0/0.3
ip address 10.22.0.1 255.255.0.0
encapsulation dotlqQ 30

int gi0/0/0.4

ip address 10.21.0.1 255.255.0.0
encapsulation dotlQ 40

Add DHCP Pool

The last part of the router configuration is to create and assign the DHCP pool for each VLAN:

ip dhcp pool serverlvlanlO
network 172.18.0.0 255.255.0.0
default-router 172.18.0.1

ip dhcp pool wire2vlan20
network 10.20.0.0 255.255.0.0
default-router 10.20.0.1
dns-server 172.18.1.92

ip dhcp pool wire3vlan30
network 10.22.0.0 255.255.0.0
default-router 10.22.0.1

ip dhcp pool wirelesslvlan40
network 10.21.0.0 255.255.0.0
default-router 10.21.0.1

We could also write the configuration we made into nvram of the router/switch to prevent the

possible data loss after power loss:

zlobal Settings

Dizplay MName | Switchi |

Hoztname | Switch |

Serial Number |Serial Humber |

HVEAM Eraze Save
Startup Config Load. .. Export| Save Running Configuration to NVRAM k_
y |
Funning Config Export. .. Merge. .. ’ —
TabletP(
Tablet=]

VWA
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Configure the Clients

vlanlO

PC-PT
PCO

Server—PT
mirrors. sustech. edu. cn

Server—PT
DNS

Server (VLAN 10)

In our design, the server was all placed in VLAN 10 with static IP address.
DNS server

Same as campus network, we assign a server with static address 172.18.1.92 as our DNS server.

To configure the server as static address client, we need to set the IP address and mask at
Config tab:
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Physical Cu:unfiﬁ Services Dezktop Programming Attributes
GLOBAL FastEthernetl
Setti
- Sthngs - Fort Status On
Sasiliin Feiiias Bandud dth 100 Mbps () 10 Mbps [7] duto
INTERFACE Duplex Half Duplex Full Duplex Auto
FastEthernet0 MAC Address 0005, GEEY, 8534

() DHCP

@ Static

IPwvd4 Addrezs
Subnet Mazk

IF Configuration

172,18, 1. 92

2bb.2556.0.0

Automatic

@ Static

IPvE Addrezs

Link Local Address:

IPvE Configuration

Y

FES0: : 205: 5EFF: FEES: BG34

and set the IPv4 gateway at global - setting tab.

We also need to enable the DNS server at the Service tab and add the DNS record:

Fhysical Config Services Desktop Programming Attributes
SERVICES
HTTP
DHCP DNS Servics @ on O off
DHCPvE Fesource Records
TFTP Mame | Type A& Eecord L%
DNS
SYSLOG Address
Al
— add Save Remowve
EMAIL o, Wame Type Detail
A a nirrors. sustech.edu.cn A Record 172, 18.6. 198
IoT
VM Management
Radius EAP

HTTP Server

We also put a HTTP server "mirrors.sustech.edu.cn" inside VLAN10, which use static IPv4
address 172.18.6.198 and enable the HTTP server:
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® mirrors.sustech.edu.cn — O
LY

Phyzical Config SErvices Desktop Programming Attributes
]

SERVICES HITF
HTTP
HTTF HTTFPS
DHCP
DLICPG ® on () off @ on () off
TFTP
File Manager
—— File Name Edit Delete
SYSLOG
Y 1 copyrights. html (edit) (delete)
s 2 cecoptlogol¥ixlll. jpg (delete)
EMAIL
FTP 3 helloworld. ktml (edit) [delete)
IoT
VM Management 4 image.html (edit) [delete)
iis = 5 index. html {edit) {delete)
f mirrors. html (edit) (delete)
Client

PC (VLAN10O, VLAN20, VLAN30)

£

PC-PT ﬁ;‘f’ 1" —_——is

= PC-PT
PELL) pe1 () () petlii(sy  PCL(D) (2)

For the PC in the network, we just need to set their IPv4 as DHCP in Desktop - IP

configuration:



af://n92
af://n93

¥ pC1

Phy=zical Config Desktop

Programming

Attributes

’ . .
I |

Dial-up

PC Wirel WEN

Command Web Bro

Terminal

|||||||||||||| |||H||||||||||

Traffic Generator NIE Browser

b J

FFFoE Dialer

Text Editor Firewall 6 Firewall

[ ] Top
L e - O X
Fhy=zical Config Desktoﬁ Programming Attributes

IF Configuration

Interface
IF Configuration

(@ DHCP

IPvd Address
Subnet Mask
Default Gateway

DNS Server

IPvE Configuration
() dutomatic

IPvE Address

Link Local Adddress
Default Gatewsay

DN3 Server

FastEthernetl

() Static
10.20.0.2
255, 255, 0. 0
10.20.0.1

172.18. 1. 92

@ Static

| | /|

|FESD::2DD:BCFF:FEQD:TTDA

The client will acquire their IP from the router after a while.




Tablet and Mobile Phone (VLAN20, VLAN30, VLAN40)

) JE/ ), xl )| W g
TabletPC/RT
Tablet ch/ TabletBC-PT Tab@tPC -PT

7, Jablet BE2(1) Tablet PC2(2) \\S‘EARTPHONE PT

/:’,7 = < \\\\\\ Smartphonel (1)
AN

\\.\\\\\
The difference between mobile devices and PCs is that mobile devices need to be configured with
wireless networks in order to access the campus network we designed.

-_ e
7 = =
7, =z &
Y, = =

We can configure the wireless network by entering the SSID and the network password at config
- wireless tab:

® Smartphone(1) - O X
Fhy=zical Cu:unfi% Desktop Programming Attributes
GLOBAL Wireles==0 ~
Setti
- StHngs - Fort Status On
Algorithm Settings Bandwidth 300 Mbps
INTERFACE MAC Address DOED. F701. 1DBY
Wireless0 551D SUSTC-WiFi-hG
3G/4G Cell1 Authentication
Bluetooth (@ Diszabled () WEP WEP ey
O WPa-P3SE O WPLZ-PSK PSK Pass Phrase
! Uzer ID
() wPa () wPaz
Pazzword
() 802. 1% Method: MD5
U=zer Name
Pazzword
Encryption Type Dizabled b
2 ) )
] IF Configuration
(@ DHCP
) O Static
IPv4 Addres=z 10.21.0.3
Subnet Mask 285, 255, 0.0
IPvE Configuration
Automatic
) @ sStatic
) IPv6 Address W v

After the correct configuration, the device will enter the layer 2 network and get their IP address
by DHCP in seconds.

Configure the Secondary Router and Switch Device

Besides the core router and the switch, there are also some switch, access point and router in
every VLAN for multiple purpose.
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Switch (VLAN20)

Dormid

vlanZ20

As the core switch only provide us 3 ports for the VLAN 20, we add a separate switch to provide
more ports for VLAN 20. The new switch use the trunk link to link to the core switch, so it could
also be used as an extension of other VLAN. Then, we tag the fa0/1-24 as VLAN20 to only allow
the packet in VLAN20 to pass. The client linked under the router could also get the IPv4 in
wire2vlan20 via DHCP.

Access Point (VLAN40)
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The function of access point is quite similar to the switch. However, as the AP have not the ability

sy = N e
7z SN
AN

AccessPoil
AP1 (5

v1an40

SMARTPHONE-PT
Smartphonel

! [

—
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to filter the VLAN tag. All of the AP in out network is placed in VLAN40, which has also been

splitted into two AP: APO for 2.4GHz SSID susTtc-wiFi, and AP1 for 5.8GHz SSID SuSTC-wiFi-5G.
What we need to configure is set the SSID and the optional password and encryption method of

the network in config tab:

® AP1 (56) — O P4
Phiygical Cnnf:i.g Attributes
GLOBAL fort 1
Setti
Sthngs FPort Status On
INTERFACE
SSID |SUSTC-WiFi-56
Port 0 A GHz Channel 34 o
Fiio Coverage Range (meters) |14D.DD =
Authentication
(@ Disabled () WEF WEP Key
O WPA-PSE O WPLZ-FSK P3E Pass Phrase
Uzer ID
Pazsword
Encryption Type Dizabled R




WRT300N Router (VLAN20, VLAN30)

|/
TabletfC IT RTPH[)NE PT (W
Tablet=PCO0 _
= SSMi:: hHD 1(P2T Q \artphonel( \1) SMARTPHONE-PT
:._‘:_: magrphone x \‘\ Smar tphonel (2) (2)
= :E:‘ \\ \\"\
= 3 \\\\\\ W\ W
= & @O W
g "_":::‘\}] :‘\\.,"".%‘L
-—-—* o
WRT 300N
Dormitory Router
v1lan30

The WRT300N router is a home use router produced by Linksys, a subsidiaries of Cisco. It could

L 4 Dormitory Router(1)

FPhyzical Config T

Attributes

work as a switch, a router and a NAT device. The option we need to configure is its wireless SSID
WAN port mode (DHCP) and DHCP IP pool of the LAN port

Setup

Wireless
Basic Setup

Security
Internet Setup

Access
Restrictions
DDNS

an
MAC Address Clone
Internet

Automatic Configuration — DHCP
Connection type

Optional Settings Host Name
(required by some o Hame:
internet omain Kame
service
NI

Administr:

Advanced Routing

| Size: 1500
Network Setup

Router IP

IF Address:

Subnet Mashk:

|192 | ‘IGB | |U

Al
255, 265, 266. 0 ~
THCF . DHCP
DHCP Server
Setiimes  Server: (@) Enabled () Dizabled et
Start IP Address: 102, 168.0.
Maximum number
of Users
IP Address Range: 192, 160.0. 100 - 148
1 + T T
[ 1op

Test the network

Wireless-N Broadband Router

WRT300N
Status
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Ping and Traceroute

From the mobile device in VLAN40O to VLAN1O

src: 10.20.0.9

dst: 172.18.1.92 (DNS)

Pinging 172.18.1.9%2 with 32 byvtes of data:

REeply from 17.
Eeply from

. = 2, Received = 2, Lost = 0 (0% loss

oss8),
und trip times in milli-seconds:

fm=s, Maximum = S6ms, Average = 66ms

Tracing route to 72.18.1.592 over a maximum of 30 hops:

33 ms 28 ms 7 ms 10.2
15 m= 7 ms 7 ms 17

Trace complete.

From the mobile device in VLAN30 to VLAN10

src: 192.168.0.102 in Dormitory Router

dst: 172.18.1.92 (DNS)

? with 32 bytes of data:

Eeply from
Eeply from
Eeply from
Reply

i
Lad
(e8]

time=19%9m=s TTL=
time=36m=s TTL=
time=15Sm=s TTL=

o
L]
ot
m

g
ot
o

o

g
ot
o

W w W W

g
W
ot
m

= 0 (0% loss),

g2 in milli-seconds:

n = Jems, Average = 21lms

Tracing route to 172.18.1.5%2 over a maximam of 30 hops:
18 ms 21 ms

23 ms
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Nslookup

HTTP Get

From the mobile device in VLAN20 to VLAN10

src: 192.168.0.102 in Dormitory Router

dst: 172.18.1.92 (DNS)

- LSR5 TROERS SN S SRt [+ U0, P B | o T TP W L T, I M T Y S W L

® Smartphone1(3) -

Fhysical Config Desktoe Frogramming Attributes

UFL |http://mirrors. sustech. edu. en/mirrors. html
7 Status News Help About
- Welcome to sustech open source software
mirror.
Brought to you by University of Science and Technology of
China and sustechLUG.
[R5 & +
paellES 2 S 1058
Folder Last Update Help
o alpine 2021-06-06 05:27:38 Help
anthon 2021-06-06 02:35:17 Help
Qosp 2021-06-06 15:13:09 Help
4
[ ] Top
R — W FrErr:

Conclusion
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In this project, we designed a campus network with 4 VLANSs, 34 host and 3 router and wired as
well wireless connection. Through this experiment, we have a deeper understanding of the
workflow of VLAN and the applicable scenarios
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