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Select one UDP packet from your trace.
We initiate the udp packet with:
echo -n "hello" | nc -4u -w0 10.20.3.0 1701

Then, we capture the packet by wireshark:

Wi-Fi: en0

Am e BORE Qe=»EGF L = @ @ &=
(A ip-addr ==10.20.3.0 M
No. Time Source Destination Protocol Length Info

97 1.348788 10.17.22.146 10.20.3.0 ubp 47 62970 - 1701 Len=5

Frame 97: 47 bytes on wire (376 bits), 47 bytes captured (376 bits) on interface en@, id @
Ethernet II, Src: Apple_75:70:88 (38:f9:d3:75:70:88), Dst: JuniperN_d@:83:cl (3c:8c:93:d0:83:c1)
Internet Protocol Version 4, Src: 10.17.22.146, Dst: 10.20.3.0

User Datagram Protocol, Src Port: 62970, Dst Port: 1701

Data (5 bytes)

0000 3c 8c 93 do 83 c1 38 f9 d3 75 70 88 @8 00 45 00 <'----8  -up - ‘E
0010 00 21 37 10 00 00 40 11 16 06 @a 11 16 92 0a 14  -!7---@ - -
0020 @3 00 f5 fa 06 a5 00 @d 91 ab 68 65 6c 6¢C 6T cooeoo -hello

O #  wireshark_Wi-FiE84310.pcapng Packets: 719 - Displayed: 1 (0.1%) Profile: Default

From this packet, determine how many fields there are in
the UDP header. Name these fields.



[ ) [ ) Wireshark - Packet 97 - Wi-Fi: en0

Ethernet II, Src: Apple_75:70:88 (38:f9:d3:75:70:88), Dst: JuniperN_d@:83:cl (3c:8c:93:d0:83:cl1)
Internet Protocol Version 4, Src: 10.17.22.146, Dst: 10.20.3.0
User Datagram Protocol, Src Port: 62970, Dst Port: 1701
Destination Port: 1701
Length: 13
Checksum: ©0x91ab [unverified]
[Checksum Status: Unverified]
[Stream index: 71]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
UDP payload (5 bytes)
Data (5 bytes)
Data: 68656c6¢c6f
[Length: 5]
0000 3c 8c 93 do 83 c1 38 f9 d3 75 70 88 08 00 45 00 <--:--8: -up---E:

0010 @00 21 37 10 00 00 40 11 16 06 0a 11 16 92 0a 14 ATe@ e
0020 @3 00 f5 fa 06 a5 00 0d 91 ab 68 65 6¢c 6¢c 6f oo o hello

el

4 Fields:

e Source Port

e Destination Port
® length

e Checksum

Consulting the displayed information in Wireshark’s packet
content field for this packet, determine the length (in
bytes) of each of the UDP header fields.



@ @ Wireshark - Packet 97 - Wi-Fi: en0

Frame 97: 47 bytes on wire (376 bits), 47 bytes captured (376 bits) on interface en@, id @
Ethernet II, Src: Apple_75:70:88 (38:f9:d3:75:70:88), Dst: JuniperN_d@:83:cl (3c:8c:93:d0:83:c1)
Internet Protocol Version 4, Src: 10.17.22.146, Dst: 10.20.3.0
User Datagram Protocol, Src Port: 62970, Dst Port: 1701
Source Port: 62970
Destination Port: 1701
Length: 13
Checksum: ©0x91ab [unverified]
[Checksum Status: Unverified]
[Stream index: 71]
[Timestamps]
UDP payload (5 bytes)
Data (5 bytes)
Data: 68656c6¢c6f
[Length: 5]

0000 3c 8c 93 do 83 cl1 38 f9 d3 75 70 88 08 00 45 00 <-----8- -up---E-
0010 @00 21 37 10 00 00 40 11 16 06 0a 11 16 92 0a 14 ATe@ e
0020 03 00 f5 fa 06 a5 00 @d 91 ab 68 65 6¢c 6¢c 6f - reeee e hello

el

As the screenshot shows, the UDP header has 64bits (8 Bytes), each property has 16bits.

The value in the Length field is the length of what? Verify
your claim with your captured UDP packet.

The value in the Length field is the length of the segment, including the header, in bytes. In this
packet, the length of the segmentis 8(header) + 5("hello") = 13

What is the maximum number of bytes that can be
included in a UDP payload?

The maximum number of bytes that can be included in a UDP payload is 2'6 — 1 bytes plus the
header bytes. This gives 65535 bytes - 8 bytes = 65527 bytes.

What is the largest possible source port number?

216 _ 1 — 65535



What is the protocol number for UDP?

[ ] [ ] Wireshark - Packet 97 - Wi-Fi: en0

Internet Protocol Version 4, Src: 10.17.22.146, Dst: 10.20.3.0
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 33
Identification: 0x3710 (14096)
Flags: 0x00
Fragment Offset: @
Time to Live: 64
B Protocol: UDP (17)
Header Checksum: 0x1606 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.17.22.146
0000 3c 8c 93 do 83 c1 38 f9 d3 75 70 88 08 00 45 00 <-----8: -up---E-

0010 00 21 37 10 00 00 40 11 16 06 0a 11 16 92 0a 14 ATe@r e
0020 @3 00 f5 fa 06 a5 00 0d 91 ab 68 65 6¢c 6¢c 6f oo hello

DEC: 17

HEX: 11

Examine a pair of UDP packets in which your host sends
the first UDP packet and the second UDP packet is a reply
to this first UDP packet. Describe the relationship between
the port numbers in two packets.

Sent packet



[ N J Wireshark - Packet 85 - Wi-Fi: en0

Lrncauci CIHTUADUIl SLalud. UIIVEl 11 1cUu)
Source Address: 10.17.22.146
Destination Address: 119.29.29.29
User Datagram Protocol, Src Port: 52691, Dst Port: 53
B source Port: 52691
Destination Port: 53
Length: 44
Checksum: @x8clb [unverified]
[Checksum Status: Unverified]
[Stream index: 67]
[Timestamps]
UDP payload (36 bytes)
Domain Name System (query)

0000 3c 8c 93 do 83 c1 38 f9 d3 75 70 88 08 00 45 00 < -- 8- -up---E-

0010 @0 40 a5 95 00 00 40 11 20 3b 0a 11 16 92 77 1d @@ W
0020 1d 1d cd d3 00 35 00 2c 8c 1b 47 bl 01 @0 00 @1 - --- 5., G -
0030 00 00 00 00 00 00 03 77 77 77 07 73 75 73 7465 - W ww-suste
0040 63 68 03 65 64 75 02 63 6e 00 00 01 00 01 ch-educn-----

No.: 85 - Time: 1.400932 - Source: 10.17.22.146 - Destination: 119.29.29.29 - Protocol: DNS - Length: 78 - Info: Standard query 0x47b1 A www.sustech.edu.cn

Received packet



@ [ ) Wireshark - Packet 90 - Wi-Fi: en0

Lrncauci CIHTUADUIl SLalud. UIIVEl 11 1cUu)
Source Address: 119.29.29.29
Destination Address: 10.17.22.146

User Datagram Protocol, Src Port: 53, Dst Port: 52691
Source Port: 53

Bl Destination Port: 52691

Length: 218
Checksum: 0xd885 [unverified]
[Checksum Status: Unverified]
[Stream index: 67]
[Timestamps]
UDP payload (210 bytes)

Domain Name System (response)

0000 38 f9 d3 75 70 88 3c 8c 93 dO 83 cl 08 00 45 60 8- -up-<- - E
0010 00 ee b0 5a 40 00 31 11 e3 67 77 1d 1d 1d 0a 11 e Z@1 cgwe e
0020 16 92 00 35 cd d3 00 da d8 85 47 bl 81 80 00 01 EERY-1 - DEEEE cEU
0030 00 09 00 00 00 00 03 77 77 77 @7 73 75 73 7465 - W ww-suste
0040 63 68 03 65 64 75 02 63 6e 00 00 01 00 01 c0 0c ch-edurc n:---:---
0050 @00 05 00 01 00 00 Qe 10 00 22 @3 77 77 77 @7 73 - Mowww: s
0060 75 73 74 65 63 68 03 65 64 75 02 63 6e 01 77 07 ustech-e du-cn-w-
0070 63 64 6e 67 73 6c 62 03 63 6f 6d 00 cO 30 00 01 cdngslb- com-:0-
0080 00 01 00 00 00 3c 00 04 de c@ ba 6a cO 30 00 01 - - - < oo je@-
0090 00 01 00 00 00 3c 00 04 de c@ ba 69 c0 30 00 01 - ---- <+ 0100
00ad @0 01 00 00 00 3c 00 04 de c@ ba 65 c0 30 00 01 - - - - <+ e 0
00bo @00 01 00 00 00 3c 00 04 de c@ ba 68 c0 30 00 01 - - - - <+ ++h0:
00co 00 01 00 00 00 3c 00 04 de c@ ba 66 c0 30 00 01 - ---- < --f0:
00do 00 01 00 00 00 3c 00 04 de c@ ba 64 cO 30 00 01 - - - - <+ +-d0:
00e? 00 01 00 00 00 3c 00 04 de c@ ba 63 cO 30 00 01 - - - - <+ eeCr 0
00f0 00 01 00 00 00 3c 00 04 de c@ ba 67 e <-- -:eg

No.: 90 - Time: 1.513391 - Source: 119.29.29.29 - Destination: 10.17.22.146....104 A 222.192.186.102 A 222.192.186.100 A 222.192.186.99 A 222.192.186.103

el

The source port of the UDP packet sent by the host is as same as the destination port of the reply
packet, the destination port of the UDP packet sent by the host is the same as the source port of
the reply packet.
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