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6.1 DNS Query with EDNS

dig @119.29.29.29 mirrors.ustc.edu.cn +subnet=116.7.234.0/24 +edns=0

; <<>> DiG 9.10.6 <<>> @119.29.29.29 mirrors.ustc.edu.cn +subnet=116.7.234.0/24
+edns=0

; (1 server found)

;; global options: +cmd

;7 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 24696

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
; CLIENT-SUBNET: 116.7.234.0/24/24

;7 QUESTION SECTION:

smirrors.ustc.edu.cn. IN A

;3 ANSWER SECTION:
mirrors.ustc.edu.cn. 600 IN A 202.141.160.110

;; Query time: 310 msec

;3 SERVER: 119.29.29.29#53(119.29.29.29)
;7 WHEN: Thu Apr 01 18:52:32 CST 2021

;7 MSG SIZE rcvd: 75



cyf@LAPTOP-TMBP81 ~/Documents/GitHub/ccse-mirrors/ccse-mirrors-web U master ?
119.29.29.29 mirrors.ustc.edu.cn +subnet=116.7.234.0/24 +edns=0

<<>> DiG 9.10.6 <<>> @119.29.29.29 mirrors.ustc.edu.cn +subnet=116.7.234.0/24 +edns=0
(1 server found)

global options: +cmd

Got answer:

—>>HEADER<<- opcode: QUERY, status: NOERROR, id: 24696

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096

CLIENT-SUBNET: 116.7.234.0/24/24
;3 QUESTION SECTION:
;mirrors.ustc.edu.cn. IN

;3 ANSWER SECTION:
mirrors.ustc.edu.cn. 600 202.141.160.110

;3 Query time: 310 msec

;3 SERVER: 119.29.29.29#53(119.29.29.29)
;3 WHEN: Thu Apr 01 18:52:32 CST 2021

75 [EQ SI7dE  [fevelR 75

Capture by wireshark

[} [©] Wi-Fi: en0
4 — S i B
A m g © XC QesEpg o . = & § I
[l‘dnsqrymame:: "mirrors.ustc.edu.cn" v +
No. Time Source Destination Protocol Length Info
9179 94.0203.. 10.17.22.146 119.29.29.29 DNS 101 Standard query @xaa6f A mirrors.ustc.edu.cn OPT
I 9180 94.0375.. 119.29.29.29 10.17.22.146 DNS 117 Standard query response @xaa6f A mirrors.ustc.edu.cn A 202.141.160.110 OP"
..0 .... = Non-authenticated data: Unacceptable

Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
Queries
Additional records
[ Reonr mpe T
Name: <Root>
Type: OPT (41)
UDP payload size: 4096
Higher bits in extended RCODE: 0x00
EDNS@ version: 0
Z: 0x0000
Data length: 11
Option: CSUBNET - Client subnet
Option Code: CSUBNET - Client subnet (8)
Option Length: 7
Option Data: 000118007407ea
Family: IPv4 (1)
Source Netmask: 24
Scope Netmask: @
Client Subnet: 116.7.234.0
[Response In: 9180]

0000 3c 8c 93 do 83 c1 38 f9 d3 75 70 88 @8 00 45 00 <-----8- -up---E-

0010 00 57 3c ad 00 00 40 11 89 Oc @a 11 16 92 77 1d W@ W
0020 1d 1d f4 f7 00 35 00 43 b2 fb aa 6f 01 20 00 01 - - 5C 0 -
0030 00 00 00 00 00 01 07 6d 69 72 72 6f 72 73 @4 75 - - m irrors-u

0040 73 74 63 03 65 64 75 02 63 6e 00 00 01 00 01 00 stc-edu: cn----- -
0050 00 29 10 00 00 00 00 0 00 @b 00 08 00 @7 00 @1 ) e
0060 18 00 74 07 ea e

@ 7 Textitem (text),22 bytes Packets: 75083 - Displayed: 2 (0.0%) Profile: Default




Type: A (Host Address) (1)
Class: IN (0x0001)
v Answers
v mirrors.ustc.edu.cn: type A, class IN, addr 202.141.160.110
Name: mirrors.ustc.edu.cn
Type: A (Host Address) (1)
Class: IN (0x0001)
Time to live: 154 (2 minutes, 34 seconds)
Data length: 4
Address: 202.141.160.110
v Additional records
v <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 4096
Higher bits in extended RCODE: 0x00
EDNS@ version: @
v Z: 0x0000
@.vv 2uxs wsss 22as = DO bit: Cannot handle DNSSEC security RRs
.000 0000 0000 0000 = Reserved: 0x0000
Data lenath: 11
f9 d3 75 70 88 20 76 93 44 b6 fb 08 00 45 8--up- v ‘D

67 1f f1 00 00 29 11 al 89 77 1d 1d 1d c@ g )
29 00 35 c6 b7 00 53 5d 74 e9 42 81 80 00 {)-5

w
S 1t-B
01 00 00 00 01 07 6d 69 72 72 6f 72 73 04 m irrors-u
74 63 03 65 64 75 02 63 6e 00 00 01 00 01 stc-edu- cn
00 01 00 01 00 00 00 9a 00 04 ca 8d a@ 6e ]
29 10 00 00 00 00 00 00 0b 00 08 00 07 00 ) :
18 74 07 ea t

Query Content

Server name: 119.29.29.29
Length: 101

How can you tell this DNS query is based on EDNSO: We could find the EDNS0 version entity in
wireshark log.

yucit 1>
Additional records
<Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 4096
Higher bits in extended RCODE: 0x00
I E0NSo version: @
Z: 0x0000
O.vr v2ivs 22as s22s. = DO bit: Cannot handle DNSSEC security RRs
.000 0000 0000 0000 = Reserved: 0x0000
Data length: 11
Option: CSUBNET - Client subnet
Option Code: CSUBNET - Client subnet (8)
Option Length: 7
Option Data: 000118007407ea
Family: IPv4 (1)
Source Netmask: 24
Scope Netmask: 0
Client Subnet: 116.7.234.0
[Response In: 13164]




What's response content

Info:
[ NON ] Capturing from Wi-Fi: en0
Zi — H — H
Aw 4 e XC QenEF S|, = QQ_QH
[I\dns.qry.name == "mirrors.ustc.edu.cn" j ar
Display filter <] Cancel

No. Time Source Destination Protocol Length Info
8027 113.197.. 10.17.22.146 119.29.29.29 DNS 01 Standard query @x5d4d A mirrors.ustc.edu.cn OPT
8028 113.208.. 119.29.29.29 10.17.22.146 DNS 117 Standard query response 0x5d4d A mirrors.ustc.edu.cn A 202.141.160.110 OP"
131.. 163.743.. 10.17.22.146 119.29.29.29 DNS 101 Standard query 0x6078 A mirrors.ustc.edu.cn OPT

I 131.. 164.053.. 119.29.29.29 10.17.22.146 DNS 117 Standard query response 0x6078 A mirrors.ustc.edu.cn A 202.141.160.110 OP"

Frame 13164: 117 bytes on wire (936 bits), 117 bytes captured (936 bits) on interface en@, id @
Ethernet II, Src: JuniperN_d@:83:cl (3c:8c:93:d0:83:c1), Dst: Apple_75:70:88 (38:f9:d3:75:70:88)
Internet Protocol Version 4, Src: 119.29.29.29, Dst: 10.17.22.146
User Datagram Protocol, Src Port: 53, Dst Port: 59596
~ Domain Name System (response)
Transaction ID: 0x6078
Flags: 0x8180 Standard query response, No error
Response: Message is a response
Opcode: Standard query (0)
Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
Recursion desired: Do query recursively
Recursion available: Server can do recursive queries
: reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable
= Reply code: No error (@)

N

Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 1
Queries

Answers

0000 38 f9 d3 75 70 88 3c 8c 93 d@ 83 cl 08 00 45 60
0010 00 67 d5 87 40 00 31 11 be c1 77 1d 1d 1d @a 11 -
0020 16 92 00 35 e8 cc 00 53 21 57 60 78 81 80 00 01 ‘S WX
0030 00 01 00 00 @0 01 07 6d 69 72 72 6f 72 73 @4 75  -------m irrors-u
0040 73 74 63 03 65 64 75 02 63 6e 00 00 01 00 01 c@ stc-edu- cn--
0050 @c 00 01 00 @1 0@ 00 02 58 00 04 ca 8d a0 6e 00 - -- X
0060 00 29 10 00 @0 00 00 00 00 Ob 00 08 00 07 00 01
0070 18 18 74 07 ea

@ 7  Domain Name System (dns), 75 bytes Packets: 33193 - Displayed: 4 (0.0%) Profile: Default

TTL: 600 seconds
Answers
mirrors.ustc.edu.cn: type A, class IN, addr 202.141.160.110

Name: mirrors.ustc.edu.cn
Type: A (Host Address) (1)
Class: IN (0x0001)

B Tine to live: 600 (10 minutes)
Data length: 4
Address: 202.141.160.110

AAAi+iAanal rararde

Authority RRs: No

Addition RRs: Yes

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1



Additional records
<Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 4096
Higher bits in extended RCODE: 0x00
EDNS@ version: 0
Z: 0x0000
Wooco cooo cooo oooc
.000 0000 0000 0000
Data length: 11
Option: CSUBNET - Client subnet
Option Code: CSUBNET - Client subnet (8)
Option Length: 7
Option Data: 000118187407ea
Family: IPv4 (1)
Source Netmask: 24
Scope Netmask: 24
Client Subnet: 116.7.234.0
[Request In: 13148]
[Time: 0.310554000 seconds]

DO bit: Cannot handle DNSSEC security RRs
Reserved: 0x0000

There still have some bits reserved in use. It only contains zero.

EDNS@ version: 0
Z: 0x0000
@uvs w2ss s2ss s22s. = DO bit: Cannot handle DNSSEC security RRs
I 000 0000 0000 0000 = Reserved: 0x0000
Data length: 11
Option: CSUBNET - Client subnet

6.2 Python DNS query

Make the query of python dns resolver to query A type by
using UDP and TCP:

Find the difference between two commands, what’s the default transport
lay protocol while invoke DNS query

The command to query with tcp needs to add the parameter tcp=True
UDP is the default portal while invoke DNS query.

UDP

import dns

import dns.resolver

result = dns.resolver.query('www.163.com', 'A")
for ipval in result:

print('IP', ipval.to_text())



Q Q< E

| Time | Source | Destination | Protocol | Length | Info
81 1.669721 10.17.22.146 172.18.1.92 71 Standard query @x65bf A www.163.com
82 1.703177 172.18.1.92 10.17.22.146 544 Standard query response @x65bf A www.163.com CNAME www.163.com.163jiasu. ci

> Ethernet II, Src: Apple_75:70:88 (38:f9:d3:75:70:88), Dst: JuniperN_d@:83:cl (3c:8c:93:d0:83:cl)
> Internet Protocol Version 4, Sr 10.17.22.146, Dst: 172.18.1.92
> User Datagram Protocol, Src Port: 52077, Dst Port: 53
v Domain Name System (query)
Transaction ID: @0x65bf
v Flags: 0x0100 Standard query
. . Response: Message is a query
Opcode: Standard query ()
= Truncated: Message is not truncated
Recursion desired: Do query recursively
reserved (0)
= Non-authenticated data: Unacceptable

Questions
Answer RRs: @
Authority RRs: @
Additional RRs:
Queries

Class: IN (0x0001)

3c 8c 93 do 83 cl 38 f9 d3 75 70 88 08 00 45 00 < 8
00 39 4d c2 00 00 40 11 5e el @a 11 16 92 ac 12 9M---@ ~
01 5c cb 6d 00 35 @0 25 d6 Oc 65 bf 01 00 00 01 \'m:5:% --e

00 00 00 00 00 00 @3 77 77 77 @3 31 36 33 03 63 w ww:163-c
6f 6d 00 00 01 00 01 om

up E

® E  wireshark_Wi-Fiw98800.pcapng Packets: 4385 - Displayed: 2 (0.0%) Profile: Default

How many UDP packets are captured in this stream, What is the port
number used?

2 packets with port 53.

TCP

import dns.resolver

my resolver = dns.resolver.Resolver()

my resolver.nameservers = ['119.29.29.29"']

result = my resolver.query('www.l63.com', 'A', tcp=True)
for ipval in result:

print('IP', ipval.to_text())



Bl ReE>EF IE Q Q< E

| Source | Destination | Protocol | Length | Info
. 564.399343 10.17.22.146 119.29.29.29 TCP 78 62603 - 53 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=78!
. 564.420764 119.29.29.29 10.17.22.146 53 -+ 62603 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SAC
. 564.420850 10.17.22.146 119.29.29.29 62603 - 53 [ACK] Seq=1 Ack=1 Win=262144 Len=0
. 564.421294 10.17.22.146 119.29.29.29 Standard query 0x63f9 A www.163.com
.. 564.445667 119.29.29.29 10.17.22.146 53 -+ 62603 [ACK] Seq=1 Ack=32 Win=14720 Len=0
.. 564.445672 119.29.29.29 10.17.22.146 Standard query response @x63f9 A www.163.com CNAME www.163.com
564.445734 10.17.22.146 119.29.29.29 62603 - 53 [ACK] Seq=32 Ack=310 Win=261824 Len=0
. 564.453783 10.17.22.146 119.29.29.29 62603 - 53 [FIN, ACK] Seq=32 Ack=310 Win=262144 Len=0
. 564.462974 119.29.29.29 10.17.22.146 53 - 62603 [FIN, ACK] Seq=310 Ack=33 Win=14720 Len=0
. 564.463048 10.17.22.146 119.29.29.29 62603 - 53 [ACK] Seq=33 Ack=311 Win=262144 Len=0

Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
= Recursion desired: Do query recursively
Recursion available: Server can do recursive queries
reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable
Reply code: No error (@)

Questions:
Answer RRs: 13
Authority RRs: @

v Queries
v www.163.com: type A, class IN
Name: www.163.com

Type: A (Host Address) (1)
Class: IN (0x0001)
v Answers
v www.163.com: type CNAME, class IN, cname www.163.com.163jiasu.com

0040 00 00 00 00 @3 77 77 31 36 33 03 6f
00 01 00 01 co oc 00 01 00 00 25}
@3 77 77 77 03 31 03 63 6 6d 31 www-16 3-com-16
6a 69 61 73 75 c@ 29 00 05 00 00 3jiasu )
6a 00 17 @3 77 77 31 36 33 03 6f j-www 163 com
62 73 67 73 6¢c 62 6e 00 c@ 4c 05 bsgslb- cn--L
00 2163ipv6
76 v:-X-0 t
7a 2163ipv 6-v-gddx

® E  Textitem (text),17 bytes Packets: 42210 - Displayed: 10 (0.0%) Profile: Default

How many TCP packets are captured in this stream, What is the port
number used?

10 Packets with port 53.

Is there any difference on query and response of DNS between using TCP
and using UDP?

Unlike UDP, to initiate the TCP DNS query, the client needs handshake with the server first.

The contents of the DNS query response are same.
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