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The course information as follows may be subject to change, either during the session because of unforeseen
circumstances, or following review of the course at the end of the session. Queries about the course should be
directed to the course instructor.

1. 4K Course Title N4 Computer Security

2. LRI % 5 T8 % Department of Computer Science and Engineering
Originating Department

)L% =]
3. RS CS315
Course Code

4.  HFEZES Credit Value 3
5. R Lk k151 Major Elective Courses
Course Type
TR
6. < Z= Fall
Semester
BRIES e . .
7. HEXiE English & Chinese

Teaching Language

BRET. TRER. KA
X CGmEHBARR, HFHHE

P2 1D ik, BIEZ, IHENRFE S TR, fengwei@wayne.edu

8. . Fengwei Zhang, Associate Professor, Department of Computer Science and
Instructor(s), Affiliation& ) . .
Contact Engineering, fengwei@wayne.edu

(For team teaching, please list
all instructors)

W RIBIE. FTBER. BE&R
9. HAAX

Tutor/TA(s), Contact

R ABIRB(FTAE)
10. Maximum Enrolment 50
(Optional)

1. BEFR PR ABRAFATE | TR/ES] HEERMAEH) JSE= i)
Delivery Method Lectures |Tutorials Lab/Practical |Other (Please specify) |(Total
LSl 32 32 64
Credit Hours
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13.

14.

15.

16.

17.

Pre-requisites or Other|CS205 C/C++f2)¥1i%il- C/C++ Programming Design
Academic Requirements

RO, HEEIHR %
Courses for which this course

. .. None
is a pre-requisite

HEERBEARBERNER ¥
Cross-listing Dept. Not applicable for other departments beside CS.

HERPKHFH SYLLABUS
# % H#% Course Objectives

AR EZ A FNL L (IR, DL WIS F-BOM BT N o Oy 1 B4 (R X Bk tH 5 19 2 Tt X A 5
AR 2 A SR — AT A T I 0SS PRI 2% R GE 3R ACURAR NG (R I 380 Gl T BOR B EpL ], XA ik 2R 2
FEBL S A E T BRI R . ARRE IR A0 7 BRI TR (0. Zofiiih . dity COW. MU fif e 5ok
Ak REFEgAE) , WAL (Gl SIS , BIEALE (Bl NREIARSE. Bk o AR ST
RN SO, DA S AR R A, IRIRA A, B AR 2R A

This course aims help students to learn the principles of computer security and understand how various security attacks
and countermeasures work. It provides hands-on experience in playing with security software and network systems in a
live laboratory environment, with the purpose of understating real-world threats. The course will take both offensive and
defense methods to help student explore security tools and attacks in practice. It will focus on attacks (e.g., buffer
overflow, dirty COW, format-string, XSS, and return oriented programming), hacking fundamentals (e.g., scanning and
reconnaissance), defenses (e.g., intrusion detection systems and firewalls). Students are expected to finish intensive lab
assignments that use real-world malware, exploits, and defenses.

ik % > R Learning Outcomes

AR SR St F S A I IR AR S6 . AEIRRESE I, 277 T A% RS LT e
o PRSI g e, BB, OB R
o  HAMKMAG ZERBKZ T2,
o EIIRIHEN R EMEEATN, PSR AR, DURO BRI ARR T 5

This course offers an in-depth experience of real-world threats and defence. Upon successful completion of this class,
the student will gain experience in:

e Understanding on real-world security vulnerabilities, exploits and defence.
e Having hands-on labs in network and system security experiments.

e Learning knowledge of practical security problems and their solutions.

RENELRHFEER (NERES AT E, WRENANATURTC mE R, #HHIEH
EX* 9]

Course Contents (in Parts/Chapters/Sections/Weeks. Please notify name of instructor for course section(s), if
this is a team teaching or module course.)
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R R & MR R

o RELGRNH

o SEEEHINIEIR, Kali Linux — BN Linux R4S

o THEIHLIZ A A4

o RIZEIEINA T H LK LB s dr LB

[Lab 1]/ 480 ds f 3K B Fl Wireshark 2448 H : X ANSLLG 222 S PV T EAE Wireshark, SIEERI%E, B4
IR E IR, UKREA ST RS M BIE .

B MRS

NRBFE ST

BAIRE B AR e DL R SR 55
Nmap: R % 2 27 TR
OpenVAS: FEIRIRA > HTF &

NESSUS: Jif 434 T 5

[Lab 2]/ 48 AT 5E: IR A S0 3 B2 5] B AAF BT M 2% 22 A4t TR 0000 HARHLAs 15 8, DL E AR 3R]
LU FA A o

Lab 1 #1EEAL
F=R: BENR
o IreBFEWIL L
e Metasploit ‘F &3 H
e Armitage: #T Metasploit /2% 4 (8] B 45 L £ 4t
[Lab 3] Metasploit “F&: XSz 52 Metasploit “F &, TR MZE I HIEH— 8% E MRS 2.
Lab 2 1L 22
VU eyt & St
C &5 AEAbAIN
TR N AE 53

Unix Ji{#5: gdb /4
BT

[Lab 4] Z2 bt th LK Bl (BB —&000) « XANSEIR 2 SR AT 2 AR A A 2 bt USRS E AR MG . S08 F i
RBE—NEHTE FIIRER, REEBARA WA M i s, %) Shell.

Lab 3 #b#E%
BHME: . BIBIE & i0THe

o X THRACHII H B WARE SRR B
o HE ST H BULAN R

[Lab 5] Lz th LA Bl (28 =3B 2) « XA F R A0 2 A AT A2 e ot DL LB I AR IR TR it o S8 H
RBE—NEHTE SRR, RIEEBARA R i s, %) Shell.

HNH R TR S )
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0 TRENE S A4

%Y FE N

2 B, Dalvik #4700 (DEX)
Smali/baksmali: DEX 43 Fl 52 2 1% 2%

[Lab 6] 22 B AT AN S ] AR 2 5N, St AR B AR R [ TREA S ). 58, AR ERE —
AN ENF] o SRS, S B I ) TR 2 N R AR EA . o a s AR R TR TR E R L
VAL

Lab 4 & 5 #1E4-Z

HLRE: PB4 DL R B
VI T (¥ 22 4

Zephyr: WIELRIREL T 1) LB HRAE RS

Brillo: 7+ S HK R 1F R S
Contiki: P9I R IE T IO TR AT R 5t

[Lab 7] YL IREE N IR RG24 ARSLKK ] Zephyr #4E RGE NG T, SR H IVNIRIE R G % 4.
t, BATKEA A — g2 bii R, Bk Zephyr #:E R 5.

Lab 6 # L%

55 )\UA . TELR 4 Moo M
TR 4 2 A= Bk i
Hrhas, ok

SHEIPN &G
WPA/WPA2 B3 AL B3R

[Lab 8] TC&MIB I A : ASZUG S W 2E A 2 S RN B F B, DARSH S ) B AL o
Lab 7 #1E#2
I B KEERNZKE M RS (IDS)

o [BHkEE, NRIMARG, NRHHHEARSGHS

o IETHHE vs. BETATHN

o IDS RGNS RAE: RIRE, WEHR, WikE, 5%

[Lab 9] Bl KEGANARIGI RS WILX WA, 224 25 2] 3 Snort NMZIGIN A SE. Snort /& — N TR A 5
gty SR RTZAS RGN 48 S 5 AT I BEAT R 34T o

Lab 8 #E#E=
%14 Dirty COW

o HEAFKMIRIANHA
e  Linux W% T Copy-on-write £2{F

[Lab 10] Dirt COW Mrii: ASzi&f H b2 ik 54 F# Dirty COW Ty, =4 &MY, B3 tSFM
Dirt COW X () 5e 4 25 AR, 3%43 root AR .

Lab 9 #1b$EA8
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B et & AT H IR
o TR
o BEREFRR ISR AT
o AUREHEN, EBEARS, [H34 Shell

[Lab 1] #& L4 BT : XA PR 2 DN R A TR R ISR Y . S 2R BRI, Jf
JE IR IZ AN o

Lab 10 #1E#257

B+ Web %4
o BuhAIERMIER T (CSRF)
o EBBULHIAME (XSS)
e SQLEANKH

[Lab 12] #5uh i ROIEK T AR, S ESA M CSRF Moy — M ag R EmiigR . XA TR 22 K
2N Elgg, EHSEAXTRAIBTEALA] . XTI, BA TR S IR AT AL .

Lab 11 #1L#Ex
#-+=J&: Return-to-libc 13k 2] 5 [f] 4
o AH[HATREZ A
o WA TR EACRG I R ] S04 R S 1]
o REIFMMEME, UKE4IKE ROP [ gadgets

[Lab 13] Return-to-libc Bi: 7EXANSLIGH, AR —ABA S IR MRERT . RIExAN R, 4250
‘B return-to-libc IHEE, 3715 root ALKR .

Lab 12 #1E#257
%1+ DUJE: Return-to-libc AR [l S H4mFE (4k42)
LI NI K Y 5-aeel 1]
o Wi AT BEARRG I NI A $AT A kR 2 1)
o REIFFEEME, LLKEAIT ROP [ gadgets

[Lab 13] Return-to-libc ¥y (4642 : fEXANSLIGH, H#ASBH—AEEZriE B IRFENRET .. WRIEXARRE, %
AR B S A return-to-libe fHER:, 3R15 root AR .

FHE REESEE g
[Lab 15] 3/ A FA R 5 1
Lab 13&14 #1258
FANE: FE R 2

[Lab 15] == #/H AR 55 3

Week 1. Course Overview & Packet Sniffing
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Course overview and logistics

Virtual machine images, Kali Linux - penetration testing Linux distribution
Computer network basics

Packet sniffing tools and network protocol analyzer.

O O OO

[Lab 1] Packet Sniffing and Wireshark: This lab uses Wireshark for the experiments, and it covers Wireshark
installation, packet capturing, and protocol analysis.

Week 2. Scanning and Reconnaissance

Introduction to penetration testing

Finding Hosts, Services

Nmap: the Network Mapper - Free Security Scanner
OpenVAS: Open Vulnerability Assessment System
NESSUS: Vulnerability Scanner

O O OO0O0

[Lab 2] Scanning and Reconnaissance: This lab will learn how to use tools to scan and retrieve information from a
targeting system.

Lab 1 Due.

Week 3. Penetration Testing
o History of Pen Testing
o Metasploit Framework Project
o Armitage: Cyber Attack Management for Metasploit

[Lab 3] Metasploit Framework: In this lab, the students will learn how to use Metasploit to gain access to a remote
machine..

Lab 2 Due.

Week 4. Secure Coding & Buffer Overflows

C language basics

Program memory layout

Debugging under Unix: gdb tutorial

Smashing the Stack for Fun and Profit. Aleph One. In Phrack Volume 7, Issue 49

O O OO

[Lab 4] Buffer Overflows and Defenses (Part 1): This lab will teach how buffer overflows and other memory
vulnerabilities are used to takeover vulnerable programs. The goal is to investigate a program | provide and then
figure out how to use it to gain shell access to systems.

Lab 3 Due.
Term/Team Project Proposal Due.

Week 5. Term/Team Project Proposal Discussion
o Provide feedback for the project proposal ideas
o Finalized teams/project topics.

[Lab 5] Buffer Overflows and Defenses (Part 2). This lab will teach how buffer overflows and other memory
vulnerabilities are used to takeover vulnerable programs. The goal is to investigate a program | provide and then
figure out how to use it to gain shell access to systems.

Week 6. Reverse Engineering and Obfuscation

Reverse engineering concepts

Introduction to Android programming

Android bytecode, Dalvik executable (DEX)

Obfuscation and packing techniques

smali/baksmali: an assembler/disassembler for the DEX.

O OO OO0

[Lab 6] Android Application Repackaging and Obfuscation: This lab will teach how to do reverse engineering and
obfuscation for Android applications. First, the students will need to write a simple Android application. Then, they
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will reverse the byte code of the application by adding a malicious function. Lastly, they will use packers to
obfuscate the application and protect it from reverse engineering.

Lab 4 & 5 Due.
Week 7. Internet of Things Security & Privacy
o Security in 0T environments
o Zephyr: Real Time OS for IoT - A Linux Foundation Collaborative Project
o Brillo: Google's Operating System for the Internet of Things
o Contiki: The Open Source OS for the Internet of Things

[Lab 7] OS Security for the Internet of Things: In this lab, we use Zehpyr as a study example to explore the OS
security of 10T devices. Specifically, we will exploit buffer overflow vulnerabilities in an application and understand
the security features of Zephyr OS.

Lab 6 Due.
Week 8. Wireless Exploitation & Defenses
o Challenges in protecting wireless networks
o Routers, access point
o Man-in-the-middle attacks
o WPA/WPA2 key cracking

[Lab 8] Wireless Exploitation & Defenses: In this lab students will explore ways to perform wireless attacks and
understand potential defenses.

Lab 7 Due.

Week 9. Firewalls & Intrusion Detection Systems (IDS)
o Firewalls, intrusion detection systems, intrusion prevent systems
o Signature-based vs. anomaly-based
o IDS evaluation metrics: false positive, false negative, true positive, and true negative

[Lab 9] Firewall & Intrusion Detection Systems: In this lab students will explore the Snort Intrusion Detection
Systems. The students will study Snort IDS, a signature-based intrusion detection system used to detect network
attacks.

Lab 8 Due.

Week 10. Dirty COW Attack
o Race condition concepts
o Copy-on-write operation inside Linux kernel

[Lab 10] Dirty COW Attack: The objective of this lab is for students to gain the hands-on experience on the Dirty
COW attack, understand the race condition vulnerability exploited by the attack, and gain a deeper understanding of
the general race condition security problems. In this lab, students will exploit the Dirty COW race condition
vulnerability to gain the root privilege.

Lab 9 Due.

Week 11.  Secure Coding & Format-String Vulnerability
o Format string vulnerability
o Understanding the layout of the program stack
o Code injection, shellcode, reverse shell

[Lab 11] Format-String Vulnerability: In this lab, students will be given a program with a format-string vulnerability;
their task is to develop a scheme to exploit the vulnerability.

Lab 10 Due.
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Week 12. Web Security
o Cross-site request forgery attack
o Cross-site scripting (XSS)
o SQL Injection attacks

[Lab 12] Cross-Site Request Forgery Attack: In this lab, students will be attacking a social networking web
application using the CSRF attack. The open-source social networking application called Elgg has countermeasures
against CSRF, but we have turned them off for the purpose of this lab.

Lab 11 Due.

Week 13. Return-to-libc & Return Oriented Programming
o Non-executable stack
o Attacks without an executable stack
o ROP concepts and gadgets finding

[Lab 13] Return-to-libc Attack: In this lab, students are given a program with a buffer-overflow vulnerability; their
task is to develop a return-to-libc attack to exploit the vulnerability and finally to gain the root privilege.

Lab 12 Due.

Week 14. Return-to-libc & Return Oriented Programming (Continue)
o Non-executable stack
o Attacks without an executable stack
o ROP concepts and gadgets finding

[Lab 14] Return-to-libc Attack (continue): In this lab, students are given a program with a buffer-overflow
vulnerability; their task is to develop a return-to-libc attack to exploit the vulnerability and finally to gain the root
privilege.

Lab 13 Due.

Week 15. Course Lab Review

[Lab 15] Term/Team Project Presentations 1

Lab 14 Due.

Week 16. Term/Team Project Presentation 2

[Lab 16] Term/Team Project Presentations 3

18.  #FMREESEER Textbook and Supplementary Readings
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Wenliang Du, Computer Security: A Hands-on Approach, ISBN-13: 978-1548367947, ISBN-10: 154836794X

BT ASSESSMENT
PALTER TRAli [8] SERBRS A BLALT By
Type of Time % of final Penalty Notes
Assessment score
H & Attendance
WRERI 8% REMRESS
Class Class participation
Performance 80 points
NI 3
Quiz
IR H Projects 20% PRARTIH H21
PRIETIH &
PRIET H &5
Term project proposal
Term proposal presentation
Term project report
50 + 50 + 100 = 200 points
FEHL 72% 12 AT FE (A%
Assignments 12 intensive labs
12 X 60 = 720 points
B ER
Mid-Term Test
HIARER
Final Exam
RS
Final

Presentation

HE (THRERE
35 A PG
=0

Others (The
above may be
modified as
necessary)

it4+ 773X GRADING SYSTEM

M A. +=%%% | Letter Grading
OB. =4id4# GEL/AEIL) Pass/Fail Grading

E#H#t REVIEW AND APPROVAL

FRERECLT U TIENZRSHED

This Course has been approved by the following person or committee of authority
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