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COURSE SPECIFICATION
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The course information as follows may be subject to change, either during the session because of unforeseen
circumstances, or following review of the course at the end of the session. Queries about the course should be

EFEAL K Course Title

PIEER TFERRY Internet of Things (IOT) Technology

BIRBL R
Originating Department

-5 M4 TR Electrical and Electronic Engineering

BRI

EE344

Course Code
P24y Credit Value 3
R Lk k151 Major Elective Courses
Course Type
TR

% %7 Spring
Semester
BRES

Teaching Language

FFFEXUIE English & Chinese
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Instructor(s), Affiliation&
Contact

(For team teaching, please list
all instructors)

¥ (#4%) , Rabi N Mahapatra (#i%) ,

BT 5HEALER,

13266940594

S RIBI#E. FTBR¥R. BRA
kN

Tutor/TA(s), Contact

/A4 To be announced

R ABIRB(FTAE)

Maximum Enrolment 30

(Optional)
BEHR i 5a JBARRATE | LRIES] HEERMAEH) JSE= i)
Delivery Method Lectures |Tutorials Lab/Practical |Other (Please specify) |Total
EAE 48 48
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Credit Hours

FBRE. HEEIER EE202-17 %15 i fi%

12.  Pre-requisites or Other . L
Academic Requirements EE202-17 Digital Circuits

SRR, HE%I0H
13. Courses for which this course| 7t NA
is a pre-requisite

1a REERBEARERZR |y
Cross-listing Dept.

HERPKHFHT SYLLABUS
15.  #22 H#z Course Objectives

The primary objective of the course is to make the students get introduced with Internet-of-Things (loT), its architecture,
components and various issues such as security, privacy, energy preservation etc. Through the course the students will
also become aware of how various other important domains such as Computer Network Communication Protocols,
Artificial Intelligence, Machine Learning, Data Analytics etc. are applied together to bring efficient collaboration among
“Things” despite massive size and inherent heterogeneity issues in loT.
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16. L2 > Bk Learning Outcomes
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The course aims to introduce the basic concepts underlying the Internet of Things (loT). The topics are covered to
understand the state-of-the-art and trends of the IoT. It will focus around IoT platforms, protocols, various attributes and
a few case studies. The key topics that the students are expected to learn are: loT Operating systems; Edge computing;
cloud-computing, Networks and Protocols for 0T, Sensor networks for 10T, loT Security and Privacy, along with
programming and analysis skills for IoT systems.
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Course Contents (in Parts/Chapters/Sections/Weeks. Please notify name of instructor for course section(s), if
this is a team teaching or module course.)
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Lecture 1. Introduction: Introductions to loT; (2hrs) #E M /48

Lecture 2. Various loT systems and challenges; loT trends; (2 hrs) AR KB 248 Bk, #%H

Lecture 3. loT Architecture and Components: System architecture; hardware; (2 hrs) #B: R 22 FOLE . RS GEM) . TE
f

Lecture 4: loT Operating systems; (2 hrs) #J5B:M#4E R4

Lecture 5: Sensors; scope of device drivers I; (2 hrs) /&5 4s 5Kz % |

Lecture 6: Sensors; scope of device drivers II; (2 hrs) ££/8#s 50K 3h % % |l

Lecture 7: Edge computing; cloud-computing supports; (2 hrs) i1 i+ 5H 5 = i 3

Lecture 8: loT Frameworks: ARTIK platform and usages; (2 hrs) #EFIHESE: ARTIK - & F13

Lecture 9: loT Frameworks: IFTTT platform and usages (2 hrs) ¥ RAESE: IFTTT ~F- & f13 H

Lecture 10. Networks and Protocols for 10T. (2 hrs) #Hx  j9 2% F1pi

Lecture 11: Sensor networks for loT, (2 hrs) #J15¢ / 5 4% J& % 4%

Lecture 12: Energy conserving MAC and network layer protocols, device discovery protocols. (2 hrs) & K44 10 &/
R WA I

Lecture 13. Emerging attributes of loT: Artificial intelligence for loT; Cognitive loT; multi-modal modelling; (2 hrs) #75x M
Bt NTERE. NN 5 2 R R

Lecture 14: programmability; tools and platforms; (2 hrs) ZsfE: THLEF&

Lecture 15: loT Data analytics: Understanding loT data; loT data collection and integration; (2 hrs) #JHk M ¥dE 0. B
fif AR AR

Lecture 16: Machine learning techniques for data analysis; (2 hrs) #12%2% > $d& 73 Hr

Lecture 17: Advanced analytics (2 hrs) w28 541 /5¥2:
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Lecture 18: loT analytics tools; (2 hrs)#HEt R 7347 T B

Lecture 19: loT Security and Privacy: Authentications (2 hrs) ¥ 24> 5EaH,: FREBLAE

Lecture 20: Biometric authentications; software / applications with dynamic authentication; (2 hrs), AE#RAHAIE, 313

UNIR/CLTINAE

Lecture 21: Privacy along with security, Fluid media; privacy and security with VANET; (2 hrs) %4 58, HERK,
VANET %4 [&#,

Lecture 22: Case studies: loT wearable and healthcare; industrial 1oTs; (2 hrs) i fil: 7T % 8B S5, TolWEcM

Lecture 23: Low-power considerations in 10T; (2 hrs) Juff]: {KIhFEDEM

Lecture 24: Voice user interactions; (2 hrs) yufl: &% M H

b R H e 2% %K Textbook and Supplementary Readings

1. "loT Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internet of Things" (1st Edition); by
David Hanes et. al; Cisco Press, 2017; ISBN-10: 1587144565.

2. "Internet of Things for Architects: Architecting loT solutions by implementing sensors, communication infrastructure,
edge computing, analytics, and security"; By Perry Lea, ISBN-10: 1788470591; Wiley Publication, 2018.

3. Additional course materials are extracted from various research articles published in ACM and IEEE
journals/conferences and technical reports on the topics described in the course description. The instructor will provide
references to the course materials online.

BRI ASSESSMENT
PETER PG B TH) SERERSAT L BT £
Type of Time % of final Penalty Notes
Assessment score
H & Attendance
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Class
Performance
NS
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PR H Projects
RN 20
Assignments
B 25
Mid-Term Test
HIRER 35
Final Exam
AR 15
Final
Presentation
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This Course has been approved by the following person or committee of authority




